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Abstract

Sinmpl e Traversal of User Datagram Protocol (UDP) Through Network
Address Translators (NATs) (STUN) is a |lightweight protocol that

all ows applications to discover the presence and types of NATs and
firewal | s between themand the public Internet. It also provides the
ability for applications to deternmne the public Internet Protocol

(1 P) addresses allocated to them by the NAT. STUN works w th many
exi sting NATs, and does not require any special behavior fromthem
As a result, it allows a wide variety of applications to work through
exi sting NAT infrastructure.
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1. Applicability Statenent

This protocol is not a cure-all for the problens associated with NAT.
It does not enable incom ng TCP connections through NAT. It allows

i ncom ng UDP packets through NAT, but only through a subset of

exi sting NAT types. |In particular, STUN does not enable i ncom ng UDP
packets through synmmetric NATs (defined bel ow), which are common in
large enterprises. STUN s discovery procedures are based on
assunptions on NAT treatnment of UDP; such assunptions nay prove
invalid down the road as new NAT devices are deployed. STUN does not
work when it is used to obtain an address to conmunicate with a peer
whi ch happens to be behind the same NAT. STUN does not work when the
STUN server is not in a comon shared address realm For a nore
conpl ete discussion of the limtations of STUN, see Section 14.

2. I nt roducti on

Net wor k Address Transl ators (NATs), while providing many benefits,
al so cone with many drawbacks. The nopst troubl esone of those
drawbacks is the fact that they break nmany existing |P applications,
and nake it difficult to depl oy new ones. Cuidelines have been
devel oped [8] that describe howto build "NAT friendly" protocols,
but many protocols sinply cannot be constructed according to those
gui del i nes. Exanpl es of such protocols include alnost all peer-to-
peer protocols, such as nmultinedia comunications, file sharing and
ganes.

To conbat this problem Application Layer Gateways (ALGs) have been
enbedded in NATs. ALGs performthe application |ayer functions
required for a particular protocol to traverse a NAT. Typically,
this involves rewiting application |layer nessages to contain

transl ated addresses, rather than the ones inserted by the sender of
the message. ALGs have serious limtations, including scalability,
reliability, and speed of depl oying new applications. To resolve

t hese problenms, the M ddl ebox Conmuni cations (M DCOM protocol is
bei ng developed [9]. M DCOM al l ows an application entity, such as an
end client or network server of sone sort (like a Session Initiation
Protocol (SIP) proxy [10]) to control a NAT (or firewall), in order
to obtain NAT bindi ngs and open or close pinholes. |In this way, NATs
and applications can be separated once nore, elimnating the need for
enbeddi ng ALGs in NATs, and resolving the limtations inposed by
current architectures.
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Unfortunately, M DCOM requires upgrades to existing NAT and
firewalls, in addition to application conponents. Conplete upgrades
of these NAT and firewall products will take a long tine, potentially
years. This is due, in part, to the fact that the depl oyers of NAT
and firewalls are not the same people who are depl oyi ng and usi ng
applications. As a result, the incentive to upgrade these devices
will be lowin nmany cases. Consider, for exanple, an airport
Internet |ounge that provides access with a NAT. A user connecting
to the NATed network may wi sh to use a peer-to-peer service, but
cannot, because the NAT doesn’t support it. Since the adm nistrators
of the lounge are not the ones providing the service, they are not
notivated to upgrade their NAT equi pnent to support it, using either
an ALG or M DCOM

Anot her problemis that the M DCOM protocol requires that the agent
controlling the m ddl eboxes know the identity of those m ddl eboxes,
and have a relationship with them which permts control. In many
configurations, this will not be possible. For exanple, nmany cabl e
access providers use NAT in front of their entire access network.
This NAT could be in addition to a residential NAT purchased and
operated by the end user. The end user will probably not have a
control relationship with the NAT in the cable access network, and
may not even know of its existence.

Many existing proprietary protocols, such as those for online ganes
(such as the ganes described in RFC 3027 [11]) and Voice over IP
have devel oped tricks that allow themto operate through NATs wi t hout
changi ng those NATs. This docunent is an attenpt to take some of
those ideas, and codify theminto an interoperable protocol that can
nmeet the needs of nany applications.

The protocol described here, Sinple Traversal of UDP Through NAT
(STUN), allows entities behind a NAT to first discover the presence
of a NAT and the type of NAT, and then to |l earn the addresses

bi ndi ngs all ocated by the NAT. STUN requires no changes to NATs, and
works with an arbitrary nunber of NATs in tandem between the
application entity and the public Internet.

3. Terninol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQU RED",
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[1] and indicate requirenment |evels for conpliant STUN

i mpl erent ati ons.
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4., Definitions

STUN Client: A STUN client (also just referred to as a client)
is an entity that generates STUN requests. A STUN client can
execute on an end system such as a user’s PC, or can run in a
networ k el enent, such as a conferencing server

STUN Server: A STUN Server (also just referred to as a server)
is an entity that receives STUN requests, and sends STUN
responses. STUN servers are generally attached to the public
I nternet.

5. NAT Vari ations

It is assunmed that the reader is familiar with NATs. |t has been
observed that NAT treatnment of UDP varies anong inplenentations. The
four treatnments observed in inplenmentations are:

Full Cone: A full cone NAT is one where all requests fromthe
same internal |IP address and port are napped to the sane externa
| P address and port. Furthernore, any external host can send a
packet to the internal host, by sending a packet to the mapped
ext ernal address.

Restricted Cone: A restricted cone NAT is one where all requests
fromthe sane internal | P address and port are nmapped to the sane
external |P address and port. Unlike a full cone NAT, an externa
host (with I P address X) can send a packet to the internal host
only if the internal host had previously sent a packet to IP
address X

Port Restricted Cone: A port restricted cone NAT is |like a
restricted cone NAT, but the restriction includes port numnbers.
Specifically, an external host can send a packet, with source IP
address X and source port P, to the internal host only if the
i nternal host had previously sent a packet to I P address X and
port P.

Symretric: A symetric NAT is one where all requests fromthe
same internal | P address and port, to a specific destination IP
address and port, are mapped to the sane external |P address and
port. |If the same host sends a packet with the same source
address and port, but to a different destination, a different
mappi ng i s used. Furthernore, only the external host that
recei ves a packet can send a UDP packet back to the internal host.
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Determ ning the type of NAT is inportant in many cases. Depending on
what the application wants to do, it nay need to take the particul ar
behavi or into account.

6. Overview of Cperation

This section is descriptive only. Nornmative behavior is described in
Sections 8 and 9.

[----- \
/1 STUN \\
| Server |
\\ /1
\----- /
LR + Public I nternet
................ NAT 2 [ o
e +
LR + Private NET 2
................ NAT 1 [ o
[ +
f----- \
/1 STUN \\
| dient
\\ /1 Private NET 1
\----- /

Fi gure 1: STUN Configuration

The typical STUN configuration is shown in Figure 1. A STUN client
is connected to private network 1. This network connects to private
network 2 through NAT 1. Private network 2 connects to the public
Internet through NAT 2. The STUN server resides on the public

I nternet.

STUN is a sinple client-server protocol. A client sends a request to
a server, and the server returns a response. There are two types of
requests - Binding Requests, sent over UDP, and Shared Secret
Requests, sent over TLS [2] over TCP. Shared Secret Requests ask the
server to return a tenporary usernane and password. This usernane
and password are used in a subsequent Bindi ng Request and Bi ndi ng
Response, for the purposes of authentication and nmessage integrity.
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Bi ndi ng requests are used to deternine the bindings allocated by
NATs. The client sends a Binding Request to the server, over UDP
The server exanines the source | P address and port of the request,
and copies theminto a response that is sent back to the client.
There are some paraneters in the request that allow the client to ask
that the response be sent el sewhere, or that the server send the
response froma different address and port. There are attributes for
provi ding message integrity and authentication.

The trick is using STUN to di scover the presence of NAT, and to learn
and use the bindings they all ocate.

The STUN client is typically enbedded in an application which needs
to obtain a public I P address and port that can be used to receive
data. For exanple, it might need to obtain an | P address and port to
recei ve Real Tine Transport Protocol (RTP) [12] traffic. Wen the
application starts, the STUN client within the application sends a
STUN Shared Secret Request to its server, obtains a usernane and
password, and then sends it a Binding Request. STUN servers can be
di scovered through DNS SRV records [3], and it is generally assuned
that the client is configured with the domain to use to find the STUN
server. Cenerally, this will be the domain of the provider of the
service the application is using (such a provider is incented to
depl oy STUN servers in order to allowits custoners to use its
application through NAT). O course, a client can deternmi ne the
address or domai n name of a STUN server through other neans. A STUN
server can even be enbedded within an end system

The STUN Bi ndi ng Request is used to discover the presence of a NAT
and to discover the public I P address and port mappi ngs generated by
the NAT. Binding Requests are sent to the STUN server using UDP
Wien a Bi nding Request arrives at the STUN server, it may have passed
t hrough one or nore NATs between the STUN client and the STUN server.
As a result, the source address of the request received by the server
will be the mapped address created by the NAT closest to the server
The STUN server copies that source |IP address and port into a STUN

Bi ndi ng Response, and sends it back to the source |IP address and port
of the STUN request. For all of the NAT types above, this response
will arrive at the STUN client.

When the STUN client receives the STUN Bi ndi ng Response, it conpares
the I P address and port in the packet with the local |IP address and
port it bound to when the request was sent. |f these do not match,
the STUN client is behind one or nore NATs. In the case of a full-
cone NAT, the I P address and port in the body of the STUN response
are public, and can be used by any host on the public Internet to
send packets to the application that sent the STUN request. An
application need only listen on the I P address and port from which
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the STUN request was sent. Any packets sent by a host on the public
Internet to the public address and port | earned by STUN will be
recei ved by the application

O course, the host may not be behind a full-cone NAT. Indeed, it
doesn’t yet know what type of NAT it is behind. To deternine that,
the client uses additional STUN Bi ndi ng Requests. The exact
procedure is flexible, but would generally work as follows. The
client would send a second STUN Bi ndi ng Request, this tine to a
different 1P address, but fromthe sanme source | P address and port.
If the I P address and port in the response are different fromthose
inthe first response, the client knows it is behind a synmetric NAT.
To determine if it’s behind a full-cone NAT, the client can send a
STUN Bi ndi ng Request with flags that tell the STUN server to send a
response froma different I P address and port than the request was
received on. In other words, if the client sent a Binding Request to
| P address/port A/B using a source |P address/port of XY, the STUN
server woul d send the Binding Response to X/ Y using source |IP
address/port C/D. If the client receives this response, it knows it
is behind a full cone NAT.

STUN al so allows the client to ask the server to send the Binding
Response fromthe sanme | P address the request was received on, but
with a different port. This can be used to detect whether the client
is behind a port restricted cone NAT or just a restricted cone NAT.

It should be noted that the configuration in Figure 1 is not the only
perm ssible configuration. The STUN server can be | ocated anywhere,
including within another client. The only requirement is that the
STUN server is reachable by the client, and if the client is trying
to obtain a publicly routable address, that the server reside on the
public Internet.

7. Message Overview

STUN nessages are TLV (type-I|ength-val ue) encoded using big endi an
(network ordered) binary. Al STUN nessages start with a STUN
header, followed by a STUN payl oad. The payload is a series of STUN
attributes, the set of which depends on the nmessage type. The STUN
header contains a STUN nessage type, transaction ID, and length. The
message type can be Bi ndi ng Request, Binding Response, Binding Error
Response, Shared Secret Request, Shared Secret Response, or Shared
Secret Error Response. The transaction IDis used to correlate
requests and responses. The length indicates the total length of the
STUN payl oad, not including the header. This allows STUN to run over
TCP. Shared Secret Requests are always sent over TCP (indeed, using
TLS over TCP)
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Several STUN attributes are defined. The first is a MAPPED ADDRESS
attribute, which is an IP address and port. It is always placed in

t he Bi nding Response, and it indicates the source |IP address and port
the server saw in the Binding Request. There is also a RESPONSE-
ADDRESS attribute, which contains an I P address and port. The
RESPONSE- ADDRESS attri bute can be present in the Binding Request, and
i ndi cates where the Binding Response is to be sent. [|t’'s optional
and when not present, the Binding Response is sent to the source IP
address and port of the Binding Request.

The third attribute is the CHANGE- REQUEST attribute, and it contains
two flags to control the I P address and port used to send the
response. These flags are called "change IP" and "change port"
flags. The CHANCE- REQUEST attribute is allowed only in the Binding
Request. The "change |IP" and "change port" flags are useful for
determ ning whether the client is behind a restricted cone NAT or
restricted port cone NAT. They instruct the server to send the

Bi ndi ng Responses froma different source |IP address and port. The
CHANGE- REQUEST attribute is optional in the Binding Request.

The fourth attribute is the CHANGED ADDRESS attribute. It is present
in Binding Responses. It inforns the client of the source |IP address
and port that would be used if the client requested the "change | P"
and "change port" behavi or.

The fifth attribute is the SOURCE- ADDRESS attribute. It is only
present in Binding Responses. It indicates the source |IP address and
port where the response was sent from It is useful for detecting
twi ce NAT configurations.

The sixth attribute is the USERNAME attribute. It is present in a
Shared Secret Response, which provides the client with a tenporary
user name and password (encoded in the PASSWORD attribute). The
USERNAME is al so present in Binding Requests, serving as an index to
the shared secret used for the integrity protection of the Binding
Request. The seventh attribute, PASSWORD, is only found in Shared
Secret Response nessages. The eight attribute is the MESSAGE-

I NTEGRITY attribute, which contains a nessage integrity check over

t he Bi ndi ng Request or Bi ndi ng Response.

The ninth attribute is the ERROR-CODE attribute. This is present in
the Binding Error Response and Shared Secret Error Response. It

i ndicates the error that has occurred. The tenth attribute is the
UNKNOWN- ATTRI BUTES attribute, which is present in either the Binding
Error Response or Shared Secret Error Response. It indicates the
mandatory attributes fromthe request which were unknown. The

el eventh attribute is the REFLECTED- FROM attri bute, which is present
in Binding Responses. It indicates the | P address and port of the
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sender of a Binding Request, used for traceability purposes to
prevent certain denial-of-service attacks

8. Server Behavi or

The server behavi or depends on whether the request is a Binding
Request or a Shared Secret Request.

8.1 Binding Requests

A STUN server MJIST be prepared to receive Binding Requests on four
address/ port conbinations - (Al, P1), (A2, Pl), (Al, P2), and (A2,
P2). (Al, P1) represent the primary address and port, and these are
t he ones obtained through the client discovery procedures bel ow
Typically, P1 will be port 3478, the default STUN port. A2 and P2
are arbitrary. A2 and P2 are advertised by the server through the
CHANGED- ADDRESS attribute, as described bel ow

It is RECOWENDED that the server check the Binding Request for a
MESSAGE- | NTEGRI TY attribute. |f not present, and the server requires
integrity checks on the request, it generates a Binding Error
Response with an ERROR-CODE attribute with response code 401. |If the
MESSAGE- | NTECRI TY attribute was present, the server conputes the HVAC
over the request as described in Section 11.2.8. The key to use
depends on the shared secret nechanism |If the STUN Shared Secret
Request was used, the key MJUST be the one associated with the
USERNAME attribute present in the request. |If the USERNAME attri bute
was not present, the server MJST generate a Binding Error Response.
The Bi nding Error Response MJST include an ERROR-CODE attribute with
response code 432. |If the USERNAME is present, but the server
doesn’'t renmenber the shared secret for that USERNAME (because it
timed out, for exanple), the server MJST generate a Binding Error
Response. The Binding Error Response MJST include an ERROR- CODE
attribute with response code 430. |If the server does know t he shared
secret, but the computed HVAC differs fromthe one in the request,
the server MUST generate a Binding Error Response with an ERROR- CODE
attribute with response code 431. The Binding Error Response is sent
to the I P address and port the Binding Request cane from and sent
fromthe I P address and port the Bindi ng Request was sent to.

Assum ng the nmessage integrity check passed, processing continues.
The server MUST check for any attributes in the request with val ues

| ess than or equal to Ox7fff which it does not understand. |If it
encounters any, the server MJST generate a Binding Error Response,
and it MJST include an ERROR-CODE attribute with a 420 response code.
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That response MJST contain an UNKNOAWN- ATTRI BUTES attribute |isting
the attributes with values less than or equal to Ox7fff which were
not understood. The Binding Error Response is sent to the |IP address
and port the Binding Request came from and sent fromthe |IP address
and port the Binding Request was sent to.

Assum ng the request was correctly formed, the server MJST generate a
si ngl e Bi ndi ng Response. The Bindi ng Response MJST contain the sane
transaction I D contained in the Binding Request. The length in the
message header MUST contain the total |length of the nessage in bytes,
excl udi ng the header. The Bindi ng Response MJST have a nessage type
of "Bi ndi ng Response"”

The server MJST add a MAPPED- ADDRESS attribute to the Binding
Response. The | P address conponent of this attribute MUST be set to
the source | P address observed in the Binding Request. The port
component of this attribute MJST be set to the source port observed
in the Binding Request.

I f the RESPONSE- ADDRESS attribute was absent fromthe Binding
Request, the destination address and port of the Binding Response
MUST be the same as the source address and port of the Binding
Request. O herwi se, the destination address and port of the Binding
Response MJST be the value of the IP address and port in the
RESPONSE- ADDRESS attri bute.

The source address and port of the Bindi ng Response depend on the
val ue of the CHANGE- REQUEST attribute and on the address and port the
Bi ndi ng Request was received on, and are sumarized in Table 1

Let Da represent the destination | P address of the Binding Request
(which will be either Al or A2), and Dp represent the destination
port of the Binding Request (which will be either P1 or P2). Let Ca
represent the other address, so that if Dais Al, Cais A2. If Dais
A2, Cais AlL. Simlarly, let Cp represent the other port, so that if
Dpis P1, Cpis P2. If Dpis P2, Cpis P1. If the "change port"
flag was set in CHANGE- REQUEST attribute of the Bi nding Request, and
the "change IP" flag was not set, the source |IP address of the

Bi ndi ng Response MJST be Da and the source port of the Binding
Response MJST be Cp. |If the "change IP" flag was set in the Binding
Request, and the "change port" flag was not set, the source IP
address of the Binding Response MJIST be Ca and the source port of the
Bi ndi ng Response MJUST be Dp. Wen both flags are set, the source IP
address of the Binding Response MIST be Ca and the source port of the
Bi ndi ng Response MUST be Cp. |If neither flag is set, or if the
CHANGE- REQUEST attribute is absent entirely, the source |IP address of
t he Bi ndi ng Response MJST be Da and the source port of the Binding
Response MJST be Dp.

Rosenberg, et al. St andards Track [ Page 11]



RFC 3489 STUN March 2003

Fl ags Source Address Source Port CHANGED- ADDRESS
none Da Dp Ca: Cp
Change I P Ca Dp Ca: Cp
Change port Da Cp Ca: Cp
Change | P and
Change port Ca Cp Ca: Cp

Table 1: Inpact of Flags on Packet Source and CHANGED- ADDRESS

The server MUST add a SOURCE- ADDRESS attribute to the Binding
Response, containing the source address and port used to send the
Bi ndi ng Response.

The server MJST add a CHANGED- ADDRESS attribute to the Binding
Response. This contains the source |IP address and port that would be
used if the client had set the "change IP" and "change port" flags in
the Bi ndi ng Request. As sunmarized in Table 1, these are Ca and Cp,
respectively, regardl ess of the value of the CHANGE- REQUEST fl ags.

I f the Binding Request contained both the USERNAME and MESSAGE-

I NTEGRITY attributes, the server MUST add a MESSAGE- | NTEGRI TY
attribute to the Binding Response. The attribute contains an HVAC
[13] over the response, as described in Section 11.2.8. The key to
use depends on the shared secret nechanism |f the STUN Shared
Secret Request was used, the key MJST be the one associated with the
USERNAME attribute present in the Binding Request.

If the Binding Request contai ned a RESPONSE- ADDRESS attribute, the
server MJST add a REFLECTED- FROM attribute to the response. |If the
Bi ndi ng Request was aut henticated using a usernanme obtained froma
Shared Secret Request, the REFLECTED- FROM attri bute MJST contain the
source | P address and port where that Shared Secret Request came
from |If the usernane present in the request was not all ocated using
a Shared Secret Request, the REFLECTED- FROM attri bute MJUST contain
the source address and port of the entity which obtained the
usernanme, as best can be verified with the nechanismused to allocate
the usernane. |f the usernane was not present in the request, and
the server was willing to process the request, the REFLECTED FROM
attribute SHOULD contain the source | P address and port where the
request cane from

The server SHOULD NOT retransmt the response. Reliability is

achi eved by having the client periodically resend the request, each
of which triggers a response fromthe server
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8.2 Shared Secret Requests

Shared Secret Requests are always received on TLS connections. Wen
the server receives a request fromthe client to establish a TLS
connection, it MJST proceed with TLS, and SHOULD present a site
certificate. The TLS ciphersuite TLS RSA W TH AES 128 CBC SHA [ 4]
SHOULD be used. dient TLS authentication MUST NOT be done, since
the server is not allocating any resources to clients, and the
conmput ati onal burden can be a source of attacks

If the server receives a Shared Secret Request, it MJST verify that
the request arrived on a TLS connection. |If it did not receive the
request over TLS, it MJST generate a Shared Secret Error Response,
and it MJST include an ERROR-CODE attribute with a 433 response code.
The destination for the error response depends on the transport on
whi ch the request was received. |f the Shared Secret Request was
recei ved over TCP, the Shared Secret Error Response is sent over the
same connection the request was received on. |If the Shared Secret
Request was receive over UDP, the Shared Secret Error Response is
sent to the source | P address and port that the request came from

The server MUST check for any attributes in the request with val ues
| ess than or equal to Ox7fff which it does not understand. [If it
encounters any, the server MJST generate a Shared Secret Error
Response, and it MJST include an ERROR-CODE attribute with a 420
response code. That response MJUST contain an UNKNOMN ATTRI BUTES
attribute listing the attributes with values |ess than or equal to
Ox7fff which were not understood. The Shared Secret Error Response
is sent over the TLS connection

Al'l Shared Secret Error Responses MJST contain the sane transaction

I D contained in the Shared Secret Request. The length in the nessage
header MUST contain the total |length of the nessage in bytes,

excl udi ng the header. The Shared Secret Error Response MJST have a

message type of "Shared Secret Error Response” (0x0112).

Assum ng the request was properly constructed, the server creates a
Shared Secret Response. The Shared Secret Response MJST contain the
sane transaction |ID contained in the Shared Secret Request. The
length in the nmessage header MJST contain the total length of the
message in bytes, excluding the header. The Shared Secret Response
MUST have a nessage type of "Shared Secret Response". The Shared
Secret Response MJUST contain a USERNAME attri bute and a PASSWORD
attribute. The USERNAME attribute serves as an index to the
password, which is contained in the PASSWORD attribute. The server
can use any nechanismit chooses to generate the username. However,
the username MUST be valid for a period of at |east 10 m nutes.
Validity nmeans that the server can conpute the password for that
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usernane. There MJST be a single password for each usernanme. In

ot her words, the server cannot, 10 nminutes later, assign a different
password to the sane usernanme. The server MJST hand out a different
usernanme for each distinct Shared Secret Request. Distinct, in this
case, inplies a different transaction ID. It is RECOWENDED that the
server explicitly invalidate the usernane after ten mnutes. |t MJST
i nval i date the usernane after 30 nminutes. The PASSWORD contains the
password bound to that usernanme. The password MJST have at | east 128
bits. The likelihood that the server assigns the sane password for
two di fferent usernanmes MUST be vani shingly small, and the passwords
MUST be unguessable. 1In other words, they MIST be a
cryptographically random function of the usernane.

These requirenents can still be net using a statel ess server, by
intelligently conputing the USERNAME and PASSWORD. One approach is
to construct the USERNAME as:

USERNAME = <prefix, rounded-tine,clientlP, hnmac>

Where prefix is some randomtext string (different for each shared
secret request), rounded-tine is the current tinme nmodul o 20 minutes,
clientlP is the source | P address where the Shared Secret Request
came from and hmac is an HVAC [13] over the prefix, rounded-tine,
and client IP, using a server private key.

The password is then conputed as:
password = <hmac( USERNANME, anot her pri vat ekey) >

Wth this structure, the usernane itself, which will be present in

t he Bi ndi ng Request, contains the source | P address where the Shared
Secret Request cane from That allows the server to neet the

requi renents specified in Section 8.1 for constructing the
REFLECTED- FROM attri bute. The server can verify that the usernane
was not tanpered with, using the hnmac present in the usernane.

The Shared Secret Response is sent over the sanme TLS connection the
request was received on. The server SHOULD keep the connection open
and let the client close it.

9. dient Behavior
The behavior of the client is very straightforward. Its task is to
di scover the STUN server, obtain a shared secret, fornulate the

Bi ndi ng Request, handl e request reliability, and process the Binding
Responses.
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9.1 Discovery

Generally, the client will be configured with a domain nanme of the
provi der of the STUN servers. This domain nane is resolved to an |IP
address and port using the SRV procedures specified in RFC 2782 [3].

Specifically, the service nane is "stun". The protocol is "udp" for
sendi ng Bi ndi ng Requests, or "tcp" for sending Shared Secret
Requests. The procedures of RFC 2782 are followed to determ ne the
server to contact. RFC 2782 spells out the details of how a set of
SRV records are sorted and then tried. However, it only states that
the client should "try to connect to the (protocol, address,
service)" wthout giving any details on what happens in the event of
failure. Those details are described here for STUN

For STUN requests, failure occurs if there is a transport failure of
some sort (generally, due to fatal ICMP errors in UDP or connection
failures in TCP). Failure also occurs if the transaction fails due
to timeout. This occurs 9.5 seconds after the first request is sent,
for both Shared Secret Requests and Bindi ng Requests. See Section
9.3 for details on transaction tineouts for Binding Requests. |If a
failure occurs, the client SHOULD create a new request, which is
identical to the previous, but has a different transaction ID and
MESSAGE | NTECGRITY attribute (the HVAC will change because the
transaction I D has changed). That request is sent to the next
element in the list as specified by RFC 2782.

The default port for STUN requests is 3478, for both TCP and UDP
Adm ni strators SHOULD use this port in their SRV records, but MAY use
ot hers.

If no SRV records were found, the client perforns an A record | ookup
of the domain name. The result will be a list of |P addresses, each
of which can be contacted at the default port.

This would allow a firewall admn to open the STUN port, so hosts
within the enterprise could access new applications. \Wether they
will or won't do this is a good question.

9.2 Obtaining a Shared Secret

As discussed in Section 12, there are several attacks possible on
STUN systens. Many of these are prevented through integrity of
requests and responses. To provide that integrity, STUN nakes use of
a shared secret between client and server, used as the keying
material for an HVAC used in both the Binding Request and Bi ndi ng
Response. STUN allows for the shared secret to be obtained in any
way (for exanple, Kerberos [14]). However, it MJST have at |east 128
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bits of randommess. 1In order to ensure interoperability, this
specification describes a TLS-based nechanism This nechani sm
described in this section, MJST be inplenmented by clients and
servers.

First, the client determines the | P address and port that it wll
open a TCP connection to. This is done using the discovery
procedures in Section 9.1. The client opens up the connection to
that address and port, and i medi ately begins TLS negotiation [2].
The client MUST verify the identity of the server. To do that, it
follows the identification procedures defined in Section 3.1 of RFC
2818 [5]. Those procedures assune the client is dereferencing a URl.
For purposes of usage with this specification, the client treats the
domain name or | P address used in Section 9.1 as the host portion of
the URI that has been dereferenced.

Once the connection is opened, the client sends a Shared Secret
request. This request has no attributes, just the header. The
transaction ID in the header MJIST neet the requirenents outlined for
the transaction ID in a binding request, described in Section 9.3

bel ow. The server generates a response, which can either be a Shared
Secret Response or a Shared Secret Error Response.

If the response was a Shared Secret Error Response, the client checks
the response code in the ERROR-CODE attribute. Interpretation of

t hose response codes is identical to the processing of Section 9.4
for the Binding Error Response.

If a client receives a Shared Secret Response with an attribute whose
type is greater than Ox7fff, the attribute MJUST be ignored. If the
client receives a Shared Secret Response with an attribute whose type
is less than or equal to Ox7fff, the response is ignored.

If the response was a Shared Secret Response, it will contain a short
Iived usernane and password, encoded in the USERNAME and PASSWORD
attributes, respectively.

The client MAY generate nultiple Shared Secret Requests on the
connection, and it MAY do so before receiving Shared Secret Responses
to previous Shared Secret Requests. The client SHOULD cl ose the
connection as soon as it has finished obtaining usernanmes and

passwor ds.

Section 9.3 describes how these passwords are used to provide

integrity protection over Binding Requests, and Section 8.1 describes
how it is used in Binding Responses.
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9.3 Formul ating the Binding Request

A Bi ndi ng Request fornulated by the client follows the syntax rules
defined in Section 11. Any two requests that are not bit-w se
identical, and not sent to the sane server fromthe sane | P address
and port, MJST carry different transaction IDs. The transaction ID
MUST be uniformy and randomy distributed between 0 and 2**128 - 1
The |l arge range is needed because the transaction ID serves as a form
of randomi zation, helping to prevent replays of previously signed
responses fromthe server. The nessage type of the request MJIST be
"Bi ndi ng Request".

The RESPONSE- ADDRESS attribute is optional in the Binding Request.

It is used if the client wishes the response to be sent to a
different I P address and port than the one the request was sent from
This is useful for determ ning whether the client is behind a

firewall, and for applications that have separated control and data
conponents. See Section 10.3 for nore details. The CHANGE- REQUEST
attribute is also optional. Wether it is present depends on what

the application is trying to acconplish. See Section 10 for sone
exanpl e uses.

The client SHOULD add a MESSAGE-I NTEGRI TY and USE